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Introduction 
 
The development of information technology and the internet has dramatically increased 
the quantity of information available in digital form.   This has resulted in a 
proliferation of uses of personal information.   While data-mining and data-matching of 
existing information may allow individuals to be provided with goods and services that 
save them time and effort, some of the uses of personal data have major implications for 
the privacy of individuals. 
 
The inherent limitations of paper-based systems provide a certain level of privacy 
protection. (Lessig, 1999, p151)   The migration of records of personal information to 
IT systems has made possible a far greater range of uses of personal information and 
has made it easy to transfer information.   The internet has made the solicitation and 
collection of information easier, and indiscriminate.  (Australian Privacy Commissioner, 
2001)  
 
It has been argued that internet privacy polices should be national (or preferably 
international in scope), thus avoiding a patchwork of state and local jurisdictional 
mandates.   A uniform framework that promotes the growth of interstate and 
international e-commerce, minimizing compliance burdens, sustaining a national 
marketplace and making it easier for consumers to protect their privacy.   The quagmire 
of social, ethical and legal issues surrounding business and trade through a digital 
medium are yet to be resolved and are only now coming to the forefront of sensible 
public scrutiny. (Clarke, 2000) 
 
Scope 
 
This paper recognises the increasing public sensitivity to privacy on the internet 
(including other digital communication systems).   It initially specifies the mechanisms 
for the annulment of peoples' expected rite to privacy, delivers examples of digital 
community practice, explores the policy issues around what can be done to address 
community privacy concerns, and then specifically details the Australian attempts to 
deal with these issues. 
 
Data Surveillance and Privacy Threats on the Web 
 
Physical and electronically enhanced monitoring of individuals and groups is an 
expensive process.  While older techniques like surveys, questionnaires and form-filling 
(even if for some reward or discount) are still extensively used (Dyson, 1998, p248), 
they are being replaced by sophisticated and automated measures that are not always 
obvious to the patron. (Clarke, 2000)   The level of privacy that is required should be a 
choice that individuals make, rather than a secretive collection where the user has no 
control and no awareness of the invasion.  (Australian Privacy Commissioner, 2001b)  
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Over 97% of all internet and email users are unaware of the methods that are used to 
automatically collect data on their transactions. (Roy Morgan, 1999)   Some of those 
methods include: 
 
a. Cookies, that for most users (who access the internet through a public ISP) are 

essential to ensure that each request is linked to the previous request.   Cookies 
allow web site operators to assign a unique permanent identifier to a computer 
which can be used to associate the requests made to the web site from that 
computer.   Cookies indicate to a web site that a user has been there before and 
can be used to record what parts of a web site a user visits.    

 
 While cookies in themselves may not identify a user, in the way a name or 

address does, a cookie can potentially be linked with other identifying 
information.   For example, if a user provides extra information about 
themselves to the web site by buying something online or subscribing to a free 
service, then the cookies can be used to build up a profile of the user's buying 
habits and what they are interested in. 

 
 The issue is so well recognised that privacy software exists to circumvent the 

problem.   Products like 'Cookie Cutter' and 'Window Wiper' remove cookies 
and prevent new ones being added; the new versions of browsers allow the user 
to turn off the cookies, and 'Potato' allows users to protect their identity by 
creating false identities.  (Smith, 2001) 

 
b. HTTP and Languages.  Lessig (1999, p3) says that 'code is law', and he 

identifies that the code (architecture and programming languages) control what 
is permissible.   When a user accesses a web page from a web site, the web site 
expects certain information so that it can provide the page requested.   The 
HyperText transfer protocol (HTTP) is the set of rules that web sites and 
browsers follow in order to communicate.    

 
 One piece of information the web site will require is the Uniform Resource 

Locator (URL), that is the page the user wants to look at.   Other information 
that may be sent whenever the user requests a web page includes the users e-
mail address and the last web page viewed.   Marketers can use this 
information to track individual buying habits and interests, and hence target 
unwanted advertising to the user.  As an example, a user may not want his 
application for employment to be logged with a reference that she visits 
pornography sites - yet this data is automatically supplied. (Ho, 2001, p2) 

 
 Equally, Java Script has features that allow automatic on-forwarding of emails 

to the original sender, without notification to the user.   Protection of 
Intellectual Property or even a user's own opinion becomes difficult when any 
response to an email is automatically sent to the originator.  (Smith, 2001) 

 
c. The Browsers themselves have bugs (that are regularly fixed), but not before 

information about the user has been supplied to a collection agent.  The 
browsers also automatically supply the libraries and capabilities the users have 
loaded to the web-pages being requested.  While this allows the web service to 
display and send appropriate data, it also reports more than is necessary 
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allowing the accumulation of profiles on software usage and previous 
information collected by the user. 

 
d. Data already exists on most people and automatic 'worm' programs can scour 

the net for this data.  Governments (through publicly accessible data, like 
ABNs), listings of Directors of companies, school and volunteer sites listing 
occupants of voluntary positions, telephone directories and electoral roles; all 
provide data that can be mined to provide a comprehensive view of an 
individual. 

 
 Much personal information, which is publicly available, has been collected and 

combined into databases by web-based companies that then sell this 
information to businesses or individuals.   Comprehensive and sometimes 
inaccurate profiles of individuals can be derived by combining information 
from many sources.   As there is little or no law anywhere in the world 
governing this sort of activity, there is very little an individual can do about it 
other than raise their level of awareness.  (Clarke, 2000)  

 
e. Requests for downloads of shareware and freeware provide even more data on 

the interests of individuals, while search engines allow information about an 
individual's interests to be logged.   Search engines also allow email addresses 
and names of individuals to be found in news groups and chat rooms. 

 
f. Buying a product from a commercial website usually entails the use of a credit 

card and although most sites use an encryption system, the data is then 
sometimes stored on accessible servers.   Internet commerce exposed 
individuals to privacy risks in that they are required to provide more 
information than for a counter purchase.  (EPIC, 1997)  

 
g. E-mail is more like a postcard than a letter; anyone can intercept it and read it. 

(Clarke, 2000)   The 'Finger' utility allows email addresses to be searched and 
information found about the owner.   In 1996, Standards Australia released a 
document titled 'Strategies for the Implementation of a Public Key 
Authentication Framework (PKAF) in Australia to attempt to ensure the 
security of email communication. (Australian Privacy Commissioner, 2001) 
Although the Government agreed to facilitate the creation of a new peak body 
to oversee the development of a national system for online authentication, there 
has been little progress, leaving consumers exposed or needing to employ their 
own encryption methods like Pretty Good Privacy (PGP). (Freehill, 
Hollingdale & Page, 2000) 

 
h. Spam invades users privacy and costs them money and time to download.  This 

unwanted junk email is sometimes sent using randomly-generated addresses, 
but more commonly the lists come from NewsGroups or public sources.   
Sensitivity to Spam has increased with more aware advertisers offering to 
remove users from the list of recipients on request. 

 
 While net-users commonly believe that legislation is the only way to control 

this 'invasion of privacy' (Clarke, 2000), some users groups have formed to 
combat spamming by direct action against the perpetrators, jamming their web 
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sites or using virus-like software to incapacitate their Ebusiness offering.  
(Branscomb, 1995) 

 
i. Internet relay chats offer a great risk to privacy with, in extreme cases, assaults 

and rapes being reported from resulting relationships.   While anonymity can 
be achieved, it is also possible for chat participants to falsely identify 
themselves leading netizens to cry: 'caveat emptor'.   The architecture provides 
an ability to hide or make ambiguous who is being dealt with.  As a related 
issue, 'trust' cannot readily be established.  (OECD, 1999; EPIC, 1997) 

 
The litany of possible infringements of privacy is significant and Lessig's four factors 
that mitigate behaviour (customs, laws, markets and architecture) each have a role to 
play in addressing these.   The factors are not always mutually exclusive or 
independently applied, nor are they necessarily supporting of each other.   Digital 
community practice applies a variable standard of ethics and acceptable behaviour 
depending on where the user is (in a geographical or jurisdictional sense) and who the 
user is (applying a corporate versus personal distinction). 
 
Digital Community Practices  
 
In conducting business across the net, the same legal issues that plague bricks and 
mortar business operations are likely to occur.   They are not necessarily more complex, 
just different. (Dyson, 1998, p126)   Lessig (1999, p151) uses the issue of privacy to 
illustrate the similarities between data collection now and data collection before the 
internet.   His distinction is primarily that data in the past was imprecise and had human 
recollection as its collection and storage agent.   With modern monitoring, data is 
machine collected and archived for posterity.   People's lives become an ever- increasing 
record.   
 
The Australia Card was quashed as an invasion of privacy, yet ten years later databases 
have been established to track every visit to any doctor or any use of the medical 
system.  Albeit a trial in New South Wales, if successful: all pharmacists, doctors, 
health clinics, hospitals, and child welfare agencies will be added to the system.  Other 
government and private agencies 'may be added' in the future. (Department of Health 
Media Statement, February, 2001)   Community consultation did not occur and 
legislative control for the introduction of this type of mass data accumulation does not 
exist. (Clarke, 2000)  
 
While the government's life mission could arguably be to collect data, private industry 
is not far behind.   92% of commercial websites collect personal data from Web users.  
If the contention that privacy is about the ability to control data about oneself, is 
accepted, and if an individual has no control over the retention of data about himself or 
herself, then perhaps there is no privacy.   (Privacy Exchange Archives, 2001) 
 
Ho (2001, p1) describes the appointment of Chief Privacy Officers in corporations in 
response to the Federal Government's new privacy laws as 'installing a human firewall'.   
The compliance issue is strictly in response to new laws, dampening the idea that self-
regulation of communities is likely to be an effective control mechanism.   All 500 
members of the Direct Marketing Association are appointing compliance officers to 
ensure that privacy of client data records is maintained. 
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Similarly, Toysmart which has TRUSTe licensing and guarantees customer privacy, 
listed its 190,000 person database as an asset in Bankruptcy hearings.   It then offered 
the list for sale.   Toysmart withdrew the list from sale after public and media derision 
citing that 'no reasonable offers were made'.   The State Attorneys in 43 US states also 
threatened to sue to protect public privacy.   This begs the question: what use is self-
regulation, if third-party sureties (like TRUSTe) are ignored?  (New York Times, 2000) 
 
The profit motive and commercial interests have had significant impact in the United 
States recently with the US Bush administration sending a letter to the European 
Commission protested against model contract terms agreed by the EU for the transfer of 
personal data. (Financial Times, March 29, 2001)   At least this is consistent with Bush's 
greenhouse gas back-down.  As 60% of all internet traffic is based within the United 
States, an argument could be mounted that it would be difficult to enforce privacy rules 
when the main player rejects the rules. 
 
In assignment 1 for Law521, insurance companies were reviewed in terms of visitor 
data collected by their website.   The top 20 (by market capitalisation) all retain an 
automatic table of web identifiers of people who had visit ed their site.   They claim this 
was for security reasons.   They all also asked for details about the visitor, but only if 
the individual was interested in a product offering.   None of the sites moved to an 
encrypted or otherwise secure environment to transfer this data except where they asked 
for payment using a credit card or Bpay facility.   Of direct relevance, in the United 
States, District Judge Naomi Reice Buchwald of the US District Court dismissed a class 
action suit against DoubleClick Inc saying that 'the placing of 'cookies' on a computer 
user's hard drive by an Internet advertising agency was not an invasion of privacy', 
thereby legitimising the automatic data collection for internet advertising purposes. 
(DoubleClick Inc. Privacy Litigation, 00 Civ. 0641 (NRB) New York Southern District) 
(Ricardi, 2001) 
 
The inconsistencies in digital community practices; either trans-border, across related 
areas or reversals over time, are likely to result in a rising level of suspicion from the 
general public and an increasing level of mistrust.  
 
As a further inconsistency, the US House of Representatives Commerce committee 
unanimously approved an amended version of HR 718, the Unsolicited Commercial 
Electronic Mail Act of 2001, this week.  (Tech Law Journal, March 2001)   The bill 
allows individuals to opt-out from unsolicited commercial e-mail.    This anti-spam 
legislation still does not stop spamming, it just provides legislative muscle for 
individuals who want to be removed from mailing lists. 
 
The architecture also inconsistently applies practices, with Microsoft's new Internet 
Explorer 6 defaulting to allow cookies and personal data transmission to commercial 
information gathering websites while Netscape is implementing P3P with defaults set to 
provide absolute privacy.   Given the level of understanding in the general community 
about cookies and the permissions that can be given regarding information flow, it is 
unlikely that most individuals will be able to make informed choices.  (Junkbusters, 
2001) 
 
Privacy Versus Freedom - Policy Issues   (Free Speech or Cyber Censorship) 
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Establishing limitations on the collection and distribution of data, some would argue, 
imposes a significant burden on the rights of people to free speech.   While a number of 
countries have embedded free speech within the governing laws and constitutions, there 
are few who have embedded the rite to privacy.   Defamation, censorship to protect 
minors, copyright, libel and false promise laws (including trade practices legislation) act 
to prevent incorrect, previously owned or morally offensive information from being 
distributed.   None act to guarantee the privacy of the individual as an inalienable rite. 
(Clarke, 2000)  
 
In many ways, the privacy lobby is at odds with groups demanding fully open systems 
involving freedom of information and freedom of speech.   Information broadcast in the 
public interest often defies an individual's claim to privacy for what is said to be the 
public good.   Libertarian supporters of this argument often site Aristotle's ethical 
position that this unauthorised release of information forsakes the 'good' of the 
individual.  Utilitarian interests say they have an interest in the body corporate and are 
prepared to allow interference with others to promote the greatest good for the greatest 
number of people, even though individuals can end up worse off.  (Shaw and Barry, 
p103)    
 
Sun's CEO Scott McNeely's gave a speech to the Computers, Freedom and Privacy 
Conference (1999) entitled: 'There is no privacy: get over it' and came under vitriolic 
attack for his 'casualness with other people's privacy'.  (Davies, 1999)  Moral and ethical 
positions are greatly varied, allowing arguments to fester and legislators and esystem 
participants to sway in their support for particular behaviours.   
 
While the community vacillates and legislators are moved by influential lobbyists, there 
are other alternatives to privacy legislation.    
 
George Vradenburg of AOL asserts that self-regulation works, through mechanisms 
such as the Privacy Alliance and TRUSTe.   His focus is on freedoms, rather than on 
privacy and regulation.   Both Microsoft and AOL have been significantly impacted by 
the voices documenting and attacking privacy-abusive practices.   Supporters argue that 
market pressures are real, and that regulatory regimes of the past are not the only 
approach needed. (Clarke, 2000) 
 
There are still those that are promoting regulatory practices.  US Congressman Ed 
Markey (Electronic Bill of Rights Act) introduced a private member's Bill into the 
House in March 1999 to address medical privacy.  As at 28 February 2000, President 
Bush put this legislation on hold stating that more general legislation needed to be 
enacted. (Wall Street Journal, 2001)   It has the following rules: 
 

1. Written consent is generally required before using a person's health information 
(but marketing exemptions will exist).  

2. There are provisions to prohibit the coercion of consent by unfairly conditioning 
benefits on it.  

3. The rule applies equally to electronic, paper, and oral information.  
4. People will have the right to access their own medical files and to request 

amendments or corrections.  
5. Employers who administer their own health care plan must not use medical 

information for anything other than health care. (Known as purpose specificity in 
privacy law.)  

6. States may pass stricter laws if they wish.  
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7. People have right to a 'disclosure history', detailing the entities that received their 
personal data.    (Junkbusters, 2001) 

 
Regardless of the Markey's success or failure with the Electronic Bill of Rights, 
legislative measures have been inconsistent across jurisdictions, with German Federal 
judges unwilling to attempt to enforce pornography or copyright infringements outside 
their territory.  On the other hand, US Federal Courts (based on the precedent of child 
sex abuse cases) are prepared to prosecute US citizens once they return to US territory, 
even if the offence occurred outside the territorial limits of the US.  This inconsistency 
promotes unease in the internet community and has stakeholders looking for 
alternatives. 
 
A multifaceted approach using privacy-enhancing technologies such as P3P, as well as 
statutory intervention to ensure privacy protection in the private and public sector seems 
likely. (Clarke, 2000) 
 
With regard to self-regulatory measures such as TRUSTe 'certified' privacy statements, 
some authors query the value of privacy statements that are difficult to find, difficult to 
read, and/or difficult to understand.   More fundamentally, privacy statements can be 
likened to a note left by a burglar explaining what he will and will not do with the goods 
he has stolen. (Jacobus, 2000) 
 
Self-regulation can come in a number of forms: professional responsibility being 
another of them.  From the LAW521 forum comes an example of misuse of professional 
responsibility that was not upheld by the law.   In the Andersen Consulting LLP v. UOP 
and Bickel & Brewer, Case No. 97 C 5501 (D. Ill. Jan. 23, 1998), the plaintiff was hired 
to perform a systems integration project for the defendant UOP.   The plaintiff was 
given access to, and utilized, defendant UOP's internal e-mail system to complete the 
work.   After a dispute arose between the parties over plaintiff's performance of this 
assignment, defendants sent e-mail authored by plaintiff to a newspaper, which 
published the same.   The plaintiff commenced suit, arguing that such unauthorized 
transmission of its e-mail constituted a violation of the Electronic Communications 
Privacy Act, 18 U.S.C. Section 2701 et seq.  The court disagreed, and dismissed 
plaintiff's complaint.  (Law521 Forum, 2001) 
 
While the case may have been lost, there is an argument that users have a professional 
responsibility and should act to do the right thing.  Only 'custom' would now seem to 
oblige the defendant to protect the privacy of his corporate client. 
 
 
Australia's Privacy Issues 
 
The Privacy Act was passed by Federal Parliament at the end of 1988.   The Act gave 
effect to Australia's agreement to implement guidelines adopted in 1980 by the 
Organisation for Economic Cooperation and Development (OECD) for the protection of 
privacy and transborder flows of personal data, as well as to its obligations under 
Article 17 of the International Covenant on Civil and Political Rights. 
 
The Act had a two-pronged objective: the protection of personal information in the 
possession of Federal government departments and agencies and safeguards for the 
collection and use of tax file numbers (the latter connected with the up-grading of the 
tax file number system following the demise of the 'Australia Card' proposal). 
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In 1991, two major additions were made in the areas of credit reporting and data 
matching.   The credit reporting jurisdiction was the first major extension of the Act to a 
private sector area of activity and generated significant involvement with the private 
sector in the development of legally-binding rules for the handling of credit information.   
The data-matching jurisdiction led to the creation of a separate unit within the Privacy 
Commissioner's office dedicated to the oversight of the Commissioner's responsibilities 
under the Data-matching Program (Assistance and Tax) Act 1990. 
 
The Privacy Commissioner acquired additional functions under amendments to the 
National Health Act (passed in 1991) in relation to guidelines for the operation of the 
eligibility checking system between pharmacists and the Health Insurance Commission.  
That system is now undergoing trials for delivery through the internet. (Australian 
Privacy Commissioner, 2001) 
 
The Privacy Commissioner again increased his Jurisdiction with changes to the 
Telecommunications Act 1997 in relation to records made by telecommunications 
carriers, carriage service providers and others of their disclosures of customer 
information.   The Act also provides for industry codes and standards of conduct in a 
range of consumer protection areas including privacy, for which the Privacy 
Commissioner must be consulted.   The codes are voluntary in the first instance, but 
breaches can be enforceable by the Australian Communications Authority. (Australian 
Privacy Commissioner, 2001) 
 
In comparing Australia to the United States; Australia has made significantly more 
progress than the US towards protecting computerized personal data.   Australia already 
has a law covering the government’s collection and use of personal information; and 
January 2001 saw the Privacy Amendment (Private Sector) Act passed to cover private 
corporations as well. (Freehill, Hollingdale & Page, 2001)  (Kennedy, SMH, 
20Feb2001)    In contrast, the United States Congress lacks a single bill addressing 
general issues in privacy, although a few existing and proposed laws cover isolated 
types of data. (Oram, 1998)   Why is this the case?  
 
Perhaps the difference is that privacy advocates are better organised in Australia.  There 
has been a loosely organised privacy lobby in Australia for over twenty years, which 
has become more focused recently.   The threat of a national ID card in 1987 generated 
'the largest public protests since the Vietnam War' (Oram, 1998) and continued high 
profile lobbying by people like Greenleaf and Clarke has had an impact on the 
Australian debate and policy.  (Greenleaf, 1998) (Freehill, Hollingdale & Page, 2000)          
 
Clarke (1997) is of the view that 'purely self- regulatory schemes have been given their 
opportunity, and have failed to deliver.'    The Federal and State governments appear to 
agree, with extensive legislation already in place and further changes likely. (Ho, 2001) 
 
Australian views vary greatly, but the independence of the Australian psyche is likely to 
want the level of privacy to be a choice made by the individual. (Oram, 1998)  This 
independence concept seems to be being supported by US legislation as well (for 
example the US opt-out provisions for commercial email), new software like Internet 
Explorer 6, commercial market sensitivity with the appointment of Privacy Officers, 
and architectural reinforcements like P3P. 
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Conclusion 
 
The early part of this paper listed a litany of ways that individual privacy can be 
invaded; how choice can be removed from the hands of the individual and how 
thoughtless technology can be used to compromise what some people believe should be 
an undeniable rite to control information about oneself.   It also described the ways that 
techno-savvy individuals were able to mobilise public and political support to set 
standards independent of legislation. 
 
Later came the consideration of privacy versus freedom, including a fatalist premise that 
'privacy is already gone and therefore individuals shouldn't worry about it' (put forward 
by Sun Microsystem's CEO).  While this contemptuous parent-child transaction can be 
dismissed as a one-sided technologist's view, it does point out the significant 
momentum that Lessig's architecture has in defining the standards of acceptable 
behaviour. 
 
'Digital law' (the statutes and regulations) are always going to be responsive rather than 
proactive because of their nature; and the market (lead by its representatives, as 
exampled in George W. Bush's response to the EU privacy data exchange protocol) will 
lobby for maximum profit and maximum advantage to the commercial constituents, 
leaving individuals running a slow second. 
 
That then only leaves the 'Customs' expressed through 'netiquette' norms to ensure a 
balance in the privacy debate.  And while consistency has not been well evidenced, 
particularly through geographical jurisdictions, it does provide a counterpoint to the 
march of personal privacy invasion. 
 
The Chinese language has no words for privacy, yet Hong Kong introduced the Hong 
Kong Data Protection Law that protects individual privacy.  They needed a descriptor 
and so now have a composite word: 'self-hide'.    Perhaps this composite word defines 
the locus of control for privacy where it should be: with the individual. 
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